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ABSTRACT

This paper is about Asynchronous Transfer Mode (ATM) cell security in which an Output Feedback (OFB) mode is
applied to an AES block ciphers. ATM cells are divided into user data cells and maintenance cells, and each cell is 53
octets in size and consists of a header of 5 octets and a payload of 48 octets. In order to encrypt/decrypt ATM cells, the
boundaries of cells must be detected, which is possible using the Header Error Control (HEC) field in the header. After
detecting the boundary of the cell, the type of payload is detected using a payload type (PT) code to encrypt only the user
cell. In this paper, a security method for ATM cells that satisfies the requirements of ISO 9160 is presented.

Keywords: ATM cell, stream encipherment, OFB

LM B oe Mag ek b FE Aol
a3t daelF A A 2% delel AL A

dlolel Sl glojAl delel nake dolel % F sdade sedeldes FAT At
of} WzEie doldE wEshs Jb FAT A ZoleH1.2) ¥ EEES ATM BAFeA A del
choleh. dlolel make Ak ofel WHE Fel B A% A(3) A HeolelE AALeR B/
dolelE gkEseli Wbyl A3AelA delel £%  E84E falsht wek APyl grEsh Wlel: ¥
A ARk eel e, el Al A A % YRS 9es W Saesh s ssg et

WA $HE S ArH4)

Received(08. 03. 2021), Modified(09. 24. 2021),
Accepted(10. 15. 2021) o .
t FA7}, syim7@pusan.ac.kr 7} A= 9le] AES ¢ <33 BE Ao &

T FAIAZL, syim7@pusan.ac.kr(Corresponding author)



1238 AES £5 ¢35 OFB &

=
=5 3

43 ATM A H<3k 7|H

3849 <7t FHe 128 HIEE £F o9E A&
3 AES &2 35 WER ARl £ ks
Tdo] 7hsdl stese] #2271 BabaAich

ATM A& A8} vlole] A7 vEH=a A&
g fA] B Adlw R B e de]
THEse dole] PT "= 3t ulel
gHsta, AR} dlolg] Aol 79 <F
33l/85315 gt ATM A2 5 %9 srf<}
48 $E delrEr FAF gle dl, HHEE Y
H+ ATM A9 HEC (Header Error Control)
BEZ o] 43le] do|Rre] AAE hdsla 547
Faof 2 Ale] dolgrt 23 v ts sl
| 9o do]2rwt gtsslgit) & =godAe £E
ghssl AES ¢are]s 7|ute] OFB ZE=g 483}
o ALz AEEl= ATM A¥ 153} 7]15 1 vlo]
HHE dusE Yt 2EY dus) WS
A k(7).

2 =rolAe= AESe 74kl OFB Z=g A4
g ~EY st I2E FdolR sl
STM-1 4%(155.52 Mbps)9 A& 818 ATM
Aol stzst/Hast Azrt He AE Ak

i‘: ZEE

za=
HE]"] S=

N

ud

B EE 670 Aom pAsEE . 2%eAE 7]
& AT 3AelA AES ¢F ¢33} nes Aviista
44eHe ATM A %Zi dstar 54elA
AES ¥% ¢1%e] OFB =g 443 ATM A
et 7S Adnsta 67¢°ﬂ A AgE Wch
I 21& a3

o] Aellxl=

PRH AT ATM WelAe] obs
o CATM %% Azl

A3 5.0, *1&_%‘ =
a Aol kEs/aEsE AT Pajoleh(s). ol
®EgelA Akl nee ez s %w el
A nak A5E AT s 9 Sl

Hol7} g )
EAEAIZE 9eh(9). = thE =i ATM AlZel
4 P SR I el Sl10)

ol AZEYolHdoR o353}
st duelE AF Lo Zﬁﬁ}ﬂr Azeglel] 4
& A steslelz AR WAl wlste] ghast 4ol

S57h ShEdlo] T Pajo] wlste] B3 =)
AARAR sk A7) elgie, ® e AT

daEFe &5 ¢Est e ATM A

o Ag3le] ots3} B2 Zo]S 128 H|E 7] Zo]
HER sfo] st=don otasts g W
J=dl(11] ol AES ¢weFe £5 sts
3} 71HS A43le] o] e DES duel5s A43
ATM A Hot Wbl vlale] 133} dee
star AAZE kst AE|rt Theshu BF ZHolE
128 MIER sf= &5 hudl 7S H&sto] Aol

{0

7} 48 SEI(384MIE)Ql do|REd £E oe|2 o}
w3tslr] $lE 37He] AES Ak ﬂ@ 3
ATM A2 &t]E Helsle] so|2cs gl 3)al

F ATM A9 & sidste] Folo} o o]
T3] 1% stesle] 3|2 F SAtsiel. whde] £
=rolde AES daEE 7t OFB R=g A
43togx AES? £2 ot53} 7S A43k w4

o wjgte] 3= AA Aol 2o 5 dAJF] Fo
3 AES daE]ES Agste] 128 vE R &
5 hwdt At pashe 71Ee] WA (116l wlst
of & =gelAe st dHeolHE ¥ew A3
sle] = OFB RXE ZE43le] AES daE|He
5 ofsnt A8 Ao wle] otsst AeE v%
Zratatlom 7]Ee] W D} AES 229 = &
ola 3t=de] 32O FHE AR LolalA
60% B=o| st=dlo] 7 wlg Aol oiE=

2o AAA A S At
oA AES owe]Ee] OFB WAl A
~EF 53z 7T ATM Bat A4 E A
v, B =Rl Agksl= HiAle] 7]E ATFEo
b3t AEx o] Zbelbe, slEde] IERE o
7 sted \{o}]x{g Qo] QJrty &
i ] 1o] ]%S}L Aha A ~Ele)
S }% QoA 7% A=
7} &"]i Tkl AT

rz
i

é"a_?L'rSL‘
{o}

hL

mhFNC’

‘6
ole.
+ %

o

=

—:—4

e}

Pr(

Al
,]

-

©
=

|

i
b5

o e
c
—iE ol _P« _Il)l'

>
il
1—n

[ohs
o

—{>&H0>iri2r30ko

T 9

T

. AES®} 2&35 2=
3.1 AES ¢12|&

AES+E 7l5 NISTelA 200066l 2HAI Ldaze]
zoz AU}l (5,6) AN FFOE AgHe]
o3 gtk AES g5 welze 4y dnds
o2(6) gust B9l BB 2|3 MU &
o 7 ehert wolE A% o] Az o)

=

<)
s

I
=



AR R 533 =wA] (2021, 12) 1239

Plaintext Plaintext
Key
Add round key —w[0.3] Add round key
o
v =
Inverse sub bytes -
{ Substitute bytes | | Expand key | E
3
o
.
= Shift rows
2
5
s
:
Add round key @7 Add round key =
=
S
H Inverse sub bytes [
H
'
:
'
'
1
i
Substitute bytes '
H
1
- '
-
2
s
:
Add round key [36,39] Add round key —
z
s
5
Inverse sub bytes @
Substitute bytes
o
s
£ Shift rows
@ ¥

Add round key [40.43]

Add round key

Ciphertext

Ciphertext

Fig. 1. AES Algorithm with round 10

¥ Som PHY WAL 2t d, 45 B Yol
wWeh s 47 AREY. £ EReAE 7] Aol
2 128 W=, $29] Ho]F 128 = Wl 3ol
o] A% = = 10 o] €}, Fig. 12 =
7} 10 91 AES ¥xe|5 FAe|ch

3.2 AES £5 250 F& Jtsst

o A

Ho

58 ohsel AESe] A4% 4 o= 4w} ne
= 2 7PPE slevt o714+ CFB(Cipher
Feedback), CTR(Counter)¥} OFB(Output
Feedback) ZE=eol| ois] dofriz B =Fox
ATM A9 ¢+33} =g OFB =% A9 )
A& Al

=2 =2

3.2.1 CFB(Cipher Feedback) 2=

Mo
X
o2
l-O{l
o
o
e
Jkﬂl
a2
l-O{l
i
o
_?{_1‘

sl B33elA] 2w n B EQ o]% #HX
2E9] 3 ST EF ¢5E o] 83t taspelAd
Hasieie) hast A2 ¢ v E FiE EY3 olF
H22E9 ¢ WEF XORFORA o]FelAi *

o] vle 3
>

Key generator Key generator

E i O bits) ks (r bits)
v

¥
[} T
T p\[ . :

Insccure channel c, E

Encryption Decryption

Fig. 2. CFB mode as a stream cipher

oA 7t wAle] B ulat AES uelZEs AHes
o A)(1)2 obashsv]

G =P®Ek,C_ &P ) (1)

OFB 2=9| 23 A2 A% Fol WA n=
g7} A=A derhe Zlelth Fig 39 3w
dlAl G nielEellA] 1 HIES] of
stEl o] pule| Eont geks w3} (7)

)
N
N
i
ox
_oL
L
Iz
}O‘l



1240 AES £5 ¢35 OFB &

=
=5 3

£3F ATM 4 u9t 71y

S;: Shift register
Ty Temporary register

E: Encryption
P;: Plaintext block
K: Secret key

D : Decryption
i C;: Ciphertext block /
1\ Initial vector (S,)

. L
—
S !n bits | Sz | mbits < n‘ml:
3 i i
K E | k] —»l;l
: |T
: E &
bits Ky rbits : kvl  rbits
P, c, Py Cy

Encryption

Fig. 3. Encryption in OFB mode

3.2.3 CTR(Counter) 2=

gh 7] ~ERe] oAf Al 71% 1% Abg-3 i
A Fdo] 7hssieh. n WES ThEle 2713HIV)
o8 %73 Ha Al J8l %( d2")el o}
2 Sk (13) 98 253 g %% Atole]

B chest o] 4ojgle).

s} = P.®E, (counter)

1353}, P =CBE, (counter)

FoZ o=

7M1 mod 2"

H]Eoﬂu]— OﬂF]:———
9} Zdsle}. sx|ur 71E 3
ol 2 5717} olsict.

bt 0 od 19 g

o

3

(| fr & 1o
—
N r
O
rN o,
— of

E

E : Encryption IV: Initialization vector
P;: Plaintext block i C;: Ciphertext block i
K : Secret key k; : Encryption key i

(The counter s incremented for cach block.)

Counter

| Counter

v

RS .

Py Cy

GRS IS |
P, C P, C,

Encryption

Fig. 4. Encryption in CTR mode

324 AESO|| 7|Hlst OFB ZEE A EFHATM Al 2535|

A A E AES £E %}191 g re F
ATM A ¢zl glolA OFB vt 7k #3hsh
Reols At} Fig. 59 o] OFB R=E A
g3to] 1 715 vle|E D92 hudtsie] wE
D92 AFFOR(16) FASFH FASelM AES
2AkE M= ksst 7)ok 5 7] dAglow
AHg-sle] OFB 2=g Fddh),

CFB REoA&= 1 ulo|E w2 gF3s}ste] A
Fu= dlolee] 2E Foll WA= 1 v]ES] o
7} B5stE= e ofe] nlo]ES] H|E dEE &
WA e d), ole & Abgelx OFB RE
otste] 1 mpelES] 1 H|ES] ozfr} Hashd 3
o vlo] Eof] =3kgk 1 v ES] of{vt WAslA c),
o= AF Foll ozl nlES] WhAolut Hgixte] Wiz
o dujskd CFB mx=ol njsle] Abgds] f21d A
o] B Aot} ¥ CTR REoAE n BES 7}
SE7F Ao FH (mod2") el o8] Zrleh= st=
glol 25 TP ol ¢has) AEded e
CTR 2=¢ OFB Ry} tly & 4 gloerms
(14) 2 =72 ATM A xHel 7|He2+ OFB 2
=7} Agsli=s Zlo] Ao whalelglar & 7o},

w3 4.3 HoA] AFHA|T ATM A4 &Y
9} e T8 AHEE AYE oA A 9
1 v]E9] oz] WAL st] Wel gl HEC(Head
Error Control) BEZE o]43le] 25 n|E HHo]
7heshe ofg] 9] BIE o] Ao A= i
N BlES] ollzir} HAdcs Ao A7) 7)sst

of 3 AL F7Iste] diAsh(15) st 2xelA
+ % (Authentication)”]5% A glvkx &
Aok, slolze el de] WA AF ofw s
o]ZES FoA wt sl AT AALATM
Key generator
s :4
CEET
K | E
:h|'1‘4 7777777777
o | :
T C. Insecure channel

Deeryption

Encryption

Fig. 5. Output Feedback (OFB) with stream data
encryption/decryption



A H W 5 8}3] =7

(2021. 12) 1241

7} H}O]E“_i Fig 5°ﬂ/H r 7}—5’: 8 or}.
V. ATM d9| 1=
ATM ZellA = dolelE A(cell) @S2 A$3}

£ o AL Fig. 63 o] 5 S99 ario} 48 <
dlolzez FAA1T). Ao HEE d%

5] A4
2EFelA] 28%4 %oz A% A2 F
AgH)

A ddells Ao Ale] Arrt E3Eo] gled,
Fig. 7 UNI®| 7%l &t dx=ef ofn& C*l

ahgleb(18, 19).

‘ header(5 bytes) ’ payload(48 bytes) ‘

Fig. 6. The format of ATM cell

GFC VP

VPI vCl
VCl

VCl | PT [CcLP
HEC

Fig. 7. Header Structure of ATM UNI Cells

4.1 PT(Payload Type)

93 Aol doleal AT FRET} B A
solz=e] ghas} oiig solwe FRel wel 2
Hah %, PT 3ol 000~011¢ Aol slo]=
= deleE ehEskiiet. Table 1€ olze 25
o we PT 2= gholeh,

Table 1. Payload type according to PT code

PT Code Payload type
000 user data cell
001 user data cell
010 user data cell
011 user data cell
100 maintenance cell
101 maintenance cell
110 resource management cell
111 reserved

4.2 CLP(Cell Loss Priority)

CLPE: =ei% A4 A Aol +4 ¢91% bl
Aeleh, CLP=0 = Ao] $41 2917} &% o7
S13, CLP=1 o]t o] 3] 9le]eh. %5 771
o4 CLP=19) A =ei=e A% a7 43

H719 $= &S on|gh}.
4.3 HEC(Head Error Control)

o] I A Y 2FE AHAIE= o A=
ot 7ldle =] A s &y F A
ol (HEC) Alf27h 23] ot dvE A o
sy (3:) ¥+ 27+ o+ 12 ] Hojxxe
% HEC =5 #4%*t.(19)

V. AES 28 50| OFB E=E N5t
ATM A Hot
51 712
ISO 9160¢14e ] AZelA dole Az
F& WAsla 9le d, ATM deold s ¢5sst
$ dloly Mol AAZ Wre] AAR I £E g
(20].
ATM <lg]slo]~% UNISH NNIZ s 7} 9l
o Ael i F= Hio] o7t thEri(21).
=l dE ATM dlold] Heol A5 FAske]
g AlZql UNI o #4319}, Fig. 8¢ ATM
o] MRS =AE ATM A9 <33} A
He 2HE g 52 AYZ 5o E HdE Al
do]Rruts ~EY kw3t R Hoksle]

oood N

o @ & ol e e dr

Public ATM ~
Network

K Public UNI
Public UNI

Fig. 8. Structure of ATM network



1242 AES £5 ¢35 OFB &

=% A43 ATM 4 2ok 7]y

B oA dusl/Hest 7ee Al Sl
7] Zo] 128 H]EQl t53}

B =] H43 AES ¢+33} nE
Apefoln] FAE 3|50 %S Table 33 2t}

Table 2. Specification of AES module

Device EPF10K200SRC240-1
B:ock length/Key 128/128
length
Number of round 10
Performance 1.28 Gbits/sec

Number of gates 15,449 gates

Vemor 32K-bit ROM
Y 1408-bit ROM
Total 44268.2 gates

Table 3. AES implementation result on ALTERA
RLEX 10KE200-1

Device EPF10K200SRC240-1
Memory bits 34816/98304(35%)
Logic cells 3442/9984(34%)
Frequency (MHz) 29.49
Speed (Mbits/sec) 343.26

5.3 ATM HIO|E| Hot

X9 253t ™

.—q.”'—‘ 40 bits shitregister Serial ATHcell
ATM cell with P
encrypted payload

Fig. 9. ATM Cell Encryption on Transmitter

531 Ho|2= ZA T 3=

A== A doleolx Holw= dolEE &

7] Sla) sole AA Wy Fne &7 o A
Abolez FEIdeh. ATM Ao surt
g(x)=a"+2" + o+ 12 Jrejxs HEC 2=
Fol AAEe] glomR £ of% 74 AR AL
dH=e 29 FAE g(a) 2 vrel L gkl 0 o]
He A4 Hol Aol ze dloete] AA dEe &
t}(22]). Fig. 102 do]2= AA I 3| 2o]r}

o

3t ot bt
Shift regist Streg Shiregis Shiftragister Shitegiser
ATM cell 4/

AL AL AL AL AL ALALE
G R, B, e
XX
&4, &,
L5568
LN |,
XY
a4 &,
EX-X
a4, &
XX
a4, &,
$5869
&4 &
5498
&4 8| |
EX-X
L/ s soize gameus

8

Fig. 10. Payload boundary detection circuit

532 ATM Alo| H0|2E H|0|E TF EHHs|=
Ho|2=e] HAE g F Ho|zrt AR}
dlolele]H so|2x2] dHloJe]E hwslale] Frf
o] Az= A &y H=9 PT code %tel 000,
001, 010, 011 ol 7AS-olwt WA A =}, Fig.
118 dolz= elg] #4 3 Zolt}, PT code 32
tzye] JHARIZ Qrtste] Far, Ho]RE AA
ATE Qlefle]lE AwR 3] 0, 1, 2, 3 &8 o
Zke] AEE OR 2R o8 FAste] Alo] A4} d|
o]E]Ql Z-folrt Ho|2x dlo[elE a3}t



A BB 583 =A] (2021, 12) 1243

EYS A7 dol2E AA i AFel F3)
PTO bit A0 00 AES ] HEL/\]OJT,] Exl—% /\]1'1—3‘_}1;]_ H]—AB A=) OLii}
PT1 bit A1 o1 L 7](ki)7]' %"Eﬂ %x_} /ﬂi—‘l]— AND oﬂ/x]_.a_ 3}0:] ol—
PT2 bit A2 02
o 53} 71(k;) 7 A4 Fig, 994 nFe] g%

Payload data type i]’ %Z} ﬂz’_—f ATM AE]‘/] E]O]EE 11' %o‘l-u]—
| commeton cireu 24 1 o= okEsl 7](k,)9t AND A4t s
detection _ _
3 71(k;) & ATM A9 slo|== FtelAE k;
Fig. 11. Payload data type discrimination circuit =k o]la Uwx FrlAE k =(22 ) o]t}
533 H0|2E o3t E5 Al AR b3l Jl(k)e ATM Alm)3 HvE w99z
XOR <4t 325 Ak a3t 71(k;) & o]

433} FA Al A FolREe] A _
W Asoh e o Al aoigke o 5 9 TN =k oles ATM AR
o]2re| Zolal 48% oz AAIY F do|re olze 4 TN C =m0k ikl ol

dlolBl S 7HEE sto] dlolz= 771 Faint A% 3

stashE s ATM Ale] velx] F7elAe k;=(2
o3 veA] TR 0 o] W kEs E4 Al

2 0) o]BE C =m,®0 AL s C=m,; °]

ol otmsl B2k Als= ATM Aol so]Zxo ok ATM A(m,)3 ¢53 7)(k,) = so]2e 7
digste Akt 24 1ol 1 9] a7k 24 0 74] Wy Ase} Fr7b e Adelmg ATM A
al ’:liﬂ ok Fig. 12¢] solz= AA 28 A m;)3 o535 7)(k,)E XOR AApd ATM Al

X E

2 A% 2 ATM Ao efe]s)
Asislert, Fig. 132 sielel 219 34 <
39} 53l T2 ASE eAEAFER

°1W dolze dout ¢hastulo] At

ol rﬁ: H‘l
o wl

Az 54 M 5 ATM A 2ot &X[Q| 553}
Aol
Fig. 14¢] sA15ke] ATM A 233130 B2%
etecnon agna” H 5 ZAEKIT WA AEE gl¥EE ATM A
. ol 2= A s eld oz e AAg W
ncryption
Enable Signal 511_ = /\],_%_]]. A]o] Jﬂ ]itlﬂ— )E.Eg}. _1,]_ _%_ 712]
l Header( 5 bytes) ‘ Pavioad( 48 bytes) ‘ Ei ‘—ﬂ ]E-C iiﬂ' EXL A]ig‘ Hl/ﬂola‘]— zl:ﬂ'i:‘
ATM cell Jﬂoli—— ‘lT J'}‘Hé Eli—‘— Flg- 110] o/}lé‘ ‘Zﬂo]
, , _ 2 5 3pEsEe} FAdsith PT Z= 3ol
Fig. 12. ATM Cells and Encryption Enable Signal 000. 001 010, 011 &l Aol AL&Ar Az 75
sfof slol2eg BEst st 5] T 24 Asr}
Fig. 13. Inverted encryption enable signal and
payload boundary determination signal
534 AES 7| LHME - L cncopmasmcan
Input data

Decrypted ATM cell

AES 7] A= OFB R=& Fd3le] 7] ~ Fig. 14. ATM Cell Decryption on Receiver



1244 AES £5 ¢35 OFB &

48 ATM A B3t 719

Waate] o] Al5E ol gete] solzr BE3h FA
A5 Aol B8 Ba A5E WA s
o2}t $53 e AR B,

5.5 &g Zn

oA AN AEE sk 7] E Al
A Q) ASol e e ol o@}w 2 3
shsict. HEC A== 44 a4 g(0 & Al
485 gole). e o o] 2

o 32 o) BE slolzeg gl W (48 SH)

000102030405060708090a0b0c0d0e0f
1011121314151617
000102030405060708090a0b0c0d0e0f
1011121314151617

o stssy] (128 H|E)
00112233445566778899aabbccddeeff

o tustyl Y A dojrrse] = W

80121e0776fd1d8a8d8c31bc965d1fee
80121e0776fd1d8a
80121e0776fd1d8a8d8c3 1bc965d1fee
80121e0776fd1d8a

Ho]|Z 7} AR} glo|E Aol A%
(PT code = 000)

2

44 4 &9 0000000107

SERENEE

kst 4 voleh

0000000000 | 80121e0776fd1d8a8d8c31bc
965d1fee80121e0776fd1d8a
80121e0776fd1d8a8d8c31bc
965d1fee80121e0776fd1d8a

%353} 4 dol]

0000000000 | 000102030405060708090a0b
0c0d0e0f1011121314151617
000102030405060708090a0b
0c0d0e0f1011121314151617

o so|Rry} §2 BS dHolg Ael AS
(PT code = 100)

]

1

48 4 3le 0 0000000838

3% A delet:

0000000838 | 000102030405060708090a0b
0c0d0e0f1011121314151617
000102030405060708090a0b

0c0d0e0f1011121314151617

%% A4 vlele}:

0000000838 | 000102030405060708090a0b
0c0d0e0f1011121314151617
000102030405060708090a0b

0c0d0e0f1011121314151617

0000000000 | 000102030405060708090a0b
0c0d0e0f1011121314151617
000102030405060708090a0b

0c0d0e0f1011121314151617

PT codeE 100°% 3}4]S o HEC ZTx=2o| 3
AR 8170 Ho dde Al Fgew
0000000817°] =}

vi. 2 B

B E=Reie ATM A doly Beks 3
AES B2 30 OFB REES A4sle] 4/44l
3= ATM dlole] Hol A& Fdste] Al
th, dubd ez olwsl duE|Ed £TESY] T3
B} sledelz FAEsE Zo] Ay G wE
g, £ dFeli= =R FEste] AT ES e
2 79 R vld doly] Ay &7} dA3)
w2 A FAgstedct. ATM dlolel Bl A2 T4
= 930 dele k33 7Y F Y sl A8
of 2E¥] 3R o] 83l= 43 REE 1A 3}

]

=dllo] sz el 9lo] B9 hEtel] nls) o]

IHJ




AR R 533 =wA] (2021, 12) 1245

& BT AEY GBS WS olgee] 8z
ATM UNI A Bt 1}
be At e $5 s A4 wAlne

i, OFB m=% A
d33tE dolHE AES &k dHo= gl
224 ¢ust JrE v A3 ke 29E 79
k. ATM A2 #tie} dlolelel| sdsle dlo]z=
2 74 o= d e Ale] #E dHolgolmR
de|2E ¥k gasislo] HEsle] Frh o]& 9§
3] ATM Al°] HEC 39& o]83fe] §j2 A 73
Ag HE ofg AR} dlole] ARt twstslr] ¢
gAY FRE ] S8 A we PT =9
PT =% PT e] AF 322 Assilct. A
B Ao 7% dasigle] ASHh AAR ol
sl 71HE A8sled ATM UNI (Network
Node Interface)ols] ATM STM-1 <%
(155.52 Mbps) = Ql7}=l= A4 o1y Ao] <53}
/553 Ayl B& gelsigl

%
k3
>
&=
w2
EZ
o,
i
)
iy
lo,

References

(1) Daemen, J., and
"Rijndael: The Advanced Encryption
Standard,” Dr. Dobb’s Journal, March
2001

(2) E. Biham, "New types of cryptanalytic
attacks using related keys,” Advances

Rijmen, V.

in Cryptology, Proceedings Eurocrypt 93,
NCS 765, T. Helleseth, Ed., Springer-
Verlag, pp. 398-409, 1993

(3] Rathgeb, E.P., Theimer, T.H., Huber,
M.N."ATM Switches - Basic Archi-

their  Performance,”
International Journal of Digital and
Analog Cabled System 3, vol.2, no.4,
pp.227-236, October 1989

(4] Denning, D. E., “Cryptography and
Data Security,” Addison-Wesley
Publishing Co., pp. 138-139, 1983

(5) Daemen, J., and Rijmen, V. “AES
Proposal:  Rijndael, Version 2
Submission to NIST, March 1999

(6] NIST, Advanced

tectures and

"Announcing the

(13)

Encryption Standard (AES),” FIPS
PUB 197, 2001

William Stallings, “Cryptography and
Network
Practice,” Pearson Education Inc.,
pp.187-189, 2014

Suh  Jeong-Wook, Kim Kyeong-Soo,
‘Information  protection at ATM
physical layer,” JKIISC, Vol 7, No 1,
Mar. 1997

Electronic Frontier Foundation,”
Cracking DES: Secrets of  Encry-
ption Research, Wiretap Politics and
Chip  Design,”  Sebastopol,  CA:
O'Reilly, 1998

Sin Hyeo-Bin, Yoo Hwang=Bin, ‘A
Study on the Structure and Crypto-
graphic Algorithm for Secrets in
ATM-type High-Speed Communication
Networks,” JKICS, Vol 23, No. 1, May
1998

Im Sung-Yeal, Chung Ki-Dong, "ATM
cell Encryption Method using Rijndael
Algorithm in Physical Layer,” KIPS,
Vol 13-c, No.1, Feb., 2006

Forouzan, B., “Security for Computer
Networking,” John Willy & sons, pp.
231-234, 2008

Forouzan, B., "Security for Computer
Networking,” John Willy & sons, pp.
236-238, 2008

Forouzan, B., “Security for Computer
Networking,” John Willy & sons, pp.
236-237, 2008

Rainer Handel, Manfred N.Huber and
Stefan Schroder, "ATM Networks:
Concepts, Protocols, Applications,”
Addison-Wesley Publishing Co., pp.
88-95, 1994

Forouzan, B., “Security for Computer

Security:Principles and

Networking,” John Willy & sons, pp.
236-237, 2008

Newman, P.ATM Technology for
Corporate Networks,” IEEE Commu-



1246 AES 5% ¢t3o] OFB REE H&3 ATM A Hsl 714
nications  Magine, Vol.30, No.4, (20) ISO 9160 ‘“Information processing -
pp.90~101, Apr., 1992 Data encipherment - Physical layer
(18) Handel R."Operation and Maintenance interoperability requirement,”
Issues of ATM Networks,” Proc. of the International Standards Organization,
International Conference on Commu- 1988
nication Technology, Beijing, 1992, (21) Rathgeb, E.P., Theimer, T.H., Huber,
Vol.1, ppl1107~1117, 1992 M.N. “ATM  Switches - Basic
(19) Rainer Handel, Manfred N.Huber and Architectures and their Performance,”

Stefan Schroder, "ATM Networks:
Concepts, Protocols, Applications,”
Addison-Wesley Publishing Co., pp.
88-95, 1994

(M RE290)

9 A 4 (Sung-Yeal Im) R34
1983 29 A-gsta Hxpg3ta) At
19929 84 E3pydoista Axpdr]gshat A4t
2005+ 8Y: FAldlga o]ghuta}

2012%d 9¥ ~&A|: FA St wefa S vl ag
(FAFol) AR RF WEYT Bl 954 ASIC A

International Journal of Digital and
Analog Cabled System 3, vol.2, no.4,
pp.227-236, Oct. 1989
ITU-T:recommendation 1.432. B-ISDN
User-Network Interface-Physical Layer
Specification,” Rev. 1, Geneva, 1993




